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Xakapovtal ta Eshops ?

More Than 500 Ecommerce Stores Hit with Malware Attack

The attack from Magecart installed digital card skimmers on hundreds of ecommerce stores to
steal information from shoppers.

ﬂ Conor Cawley | February 15th 2022 - 4:58 pm

G Sansec ,

@sansecio

More than 350 ecommerce stores infected
with malware in a single day.

Today our global crawler discovered 374
ecommerce stores infected with the same
strain of malware. 370 of these stores load the

malware via
https://naturalfreshmall[.]Jcom/image/pixel[.]js.
5:37 PM - Jan 25, 2022 0)

G Read the full conversation on Twitter

QO 39 O Reply & Copylink

Read 5 replies




TuTtilkec uTIOOEDELC
KuBepvoemBeoewv
o€ Sites kat e-shops

Hackers cuxva avtikaBiotolv tnv kevipiki
lotooeAida evog eshop (Defacement Attack)

To eshop epdavilel Slopnuioels e KakOBovAa
links Ttov LOAUVOUV TOUG ETIIOKETTEG/TIEAATEG

O1 EmutiBepevol umokAemTouy ) Baomn dedopevwy
TeAaTwWYV Tov Bploketal oto eshop Kal pmopei va
oTelAouv email 6TOUG TTIEAATEG £K UEPOG TOV eshop
ue KakoBouAa links

EmBeoeig o€ Hosting Providers tou meptAapdvouv
KOl OAOKANPWTLKT] dlaypadn) Twv Sites

[MOAU EYAAEG ETUTITWOELG 0TN PN TOu eshop

To eshop otapatdel Tn Aettoupyia Tou KaBwg dev
UTIOPEL VO KATOY WPT)OEL TTAPOYYEALEG



Aev eival utevBuvog o Hosting Provider yia ta
OE00UEVA TOU HAEKTPOVIKOU KATAOTIMATOG;

(" all my websites’ data was lost by 1
. . . 1, V4 V4 I
InMotion Hoshng OXl av SEV O(VO((I)EpETO(l pl’]TO( OTT] O-U}J.BG.O-T]I
® AkOpO KOl VO ElVaLL, TIPETIEL VO EXETE KOl ECELG
backup kaBwg to eshop cag mpemeL va el
nipootaoia kal disaster recovery plan
¢ 210 rpn O AVAKTNONG NG stouplaq pag Epxovtal
ouxVva hostlng providers Tou €youv Ydoel
OAOKANPWTLKA SESOUEVA TIEAATWV TOUG TIAPOTL
glxav backup server
_ ® Kamota 6edopéva hosting providers yaBrikave yia
Be careful with how you manage your data online. I've read that backups are important T[(IXVT(X priq SUVQTOITT]TG Enavad)opdq
and you don’'t know how risky it is to be computing without sufficient backups. And what's
enough backing up anyways?
Yesterday, Saturday morning, April 23rd, this happened—where have all my websites
gone?
I woke up this morning, in the usual way.. but this one is very different. All my

websites are gone. Just gone gone. I'm on tech support and they're investigating.



Distributed
Denial of
Service Attacks

(DDoS)

DDOS Attacks:
Distributed denial of
service attacks

MoAU Kolvn emtiBeon
o€ eshops mou dev
ETUTPETIEL OTOUG
neAdTeg va
emuokedpToUv 1O Site

pag

,,,,,,




TL elval To Ransomware;

Eival €va €idos 10U unofoylotwyv

The Damage Caused by

Avti va ofnvel h va kataotpé@el apxeia, ta kAetdwvel ta apxela pe tpoéno Ransomware

nou pévo o Kataokeuaotns tou Lou pnopei va dwoel Avon (ouvhBws)

O' 97%
Zntdel Altpa (ouvABws 1000S - 10.000$) yia va ndpets ta “

) . OF PHISHING EMAILS DELIVER RANSOMWARE
apxela oou, oe Bitcoin

70% 42%
Aev tov evronifouv ouvnhBws ta aviiBiotikd/antivirus @ OF INFECTED BUSINESSES HAVE E ONLY 42% OF RANSOMWARE VICTIMS

PAID THE RANSOM RECOVERED DATA

KAebwvel kat ta Backup! $200-$10,000 50%

K
1IN 4 PAYING USERS
NEVER RECOVERED
MORE THAN 50% OF THESE THEIR DATA
COMPANIES PAID BETWEEN
$10,000 TO $40,000

IS THE PRICE OF THE
RANSOM FOR CONSUMERS

rus pépes pas undpxouv RaaS (Ransomware as a Service)



Phishing

Your account Payment

request

Welcome, Sean H

Subject: e e —— Use the information in this email and continue to reset your
password for your ADP service. P> If you didn't make this payment and wouid fike to decine i

| greet you! Security Code: 827407 rclick here and complete the cancellation process
| have bad news for you. 11/08/2018 - on this day | hacked yout Expires In (1 Day)
operating system and got full access to your account s o -

: : - |
accoumsreceiveab'e@webmo"m”; y malware intercepts | Have questions or need assistance? Con

,m

It is useless to change the passwor

Jan Boardman
every time.




Cyber.E OAtotiko Cyber Security

®povtiCoupe va xeTe
Tdvta T SEOOUEVA OQG,

QKOO KOl O€ TIEPLTITWOT
KOTAOTPOPNIG 1) ATIWAELAG
amé tov Hosting Provider

[MAd&vo Cyber Security yia
e-shops & Retailers amno
tnv Tictac Cyber Security

®povtifoupe va pnv €xete
KuBepvoemiBeoelg otnv
UTTIOO0 W) OQG

/




Cyber.E Cyber Security for e-shops

01. Cloud Backup & Disaster Recovery

Autopatomnotnpevn Avon Backup o€ Tomiko xwpo
amnoBrkevonc kat oto Cloud

» AOKLHOOMEVN TipooTacia amd Ransomware o

»  Kpatael tic Stadopeg ekSOOELS TWV APXELWV

» MpootateVet and Alaypadéc R

»  AtaduAAdooel TNV LoTOooEALOA KOl TO NAEKTPOVLKO 0OLG
KOTAOTN O aKOpa Ko av Staypadouv amo to 5
Hosting Provider

https://tictac.gr/tictac-draas-to-pio-asfales-cloud-backup/



https://tictac.gr/tictac-draas-to-pio-asfales-cloud-backup/

Cyber.E Cyber Security for e-shops

.Il
¢ Rttt

= =

02. Penetration Test /
Vulnerability Test:

AOKLUEC TWV TEXVOAOYLKWYV UTTIOSOUWV 0O KOl
Tou Website oac yla emBeoelc Hacker.

KdBe kataotnpa npemeL va Slevepyel Evav . =
g\eyxo napelobuonc ava TOKTA XPOVLKA R
SlaoTApOTA WOTE va YVWPLZEL av elval EVAAWTOC '

OL ItepLoCOTEPOL LOLOKTATEC NAEKTPOVIKWV
KataotnUATwy dev yvwpilouv TIC euTtaBeleg ToU
NAEKTPOVIKOU KOTOOTHHUOTOC

https://tictac.gr/penetration-test-entopismos-kenon-asfaleias-security-audit/ TicTac Laboratories | 12



https://tictac.gr/penetration-test-entopismos-kenon-asfaleias-security-audit/

Cyber.E Cyber Security for e-shops
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03. Managed Security Services

H KuBepvoaodalela eival eva StadhopeTiko
OVTIKELEVO QIO TNV TEXVLKN UTtOOTAPLEN

MA€ov €va antivirus dev elval apkeTO

Mua kuBepvoemniBeon yla va amodeuyBei Oa : 4
npEmneL va eniBAenetol n umodoun 24/7/365 e a2
xpnotpornolwvtac Security Operation Center e

https://tictaclabs.com/cyber-security-services/manaqed-cyber-security-services/' '

TicTac Laboratories | 13


https://tictaclabs.com/cyber-security-services/managed-cyber-security-services/

Cyber.E Cyber Security for e-shops

04. Exnaidevon Npoowmikov ya
acodaln dwaxeipion dedbopEvwv &
rntAonnynon oto Internet:

» Amotporr) Phishing
» Amotporr) Social Engineering emiBcoswv
»  Avayvwplon Malware

» On-Site n Remotely péow Zoom

https://tictac.gr/seminario-kyvernoasfaleias-cyber-security-awereness-seminar/

TicTac Laboratories | 14


https://tictac.gr/seminario-kyvernoasfaleias-cyber-security-awereness-seminar/

Cyber.E Cyber Security for e-shops
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05. Cyber Insurance by Tictac

AodaAlotriplo KuBepvoemniBeoewyv yLa tnv
NPOooTACia ATO TIG OLKOVOULKEG smmwostq LLLOLG
eniBeoncg Hacker/Ransomware

»  KaAUTTel Ta KOOoTN amokatdotaong tou IT

» ETiong KAAUTITEL VOULKEG KUPWOELG Kol OTL
AaAAo TtpoKUYPEL

TicTac Laboratories | 15



Cyber.E Cyber Security for e-shops

06. Web Application Firewall

Yninpeotia npootacioc Websites amno
KUPBEpVOETOLOELC

> AVOKOAUTITEL KEVA 0loDOAELOG KOL U -,
aoPaALOUEVEC EKOOOELC AOYLOULKWV '

> Avayvwpilel kakoBouAa apxeia oto Site tou
LLTTOPEL VOL TTIETAVE pOp-Up O€ TEAATEC

» [Mpootatevel To website amo Tig
TIEPLOOOTEPEG eTILOEDELG

https://tictac.gr/katharismos-istoselidon-apo-malware-tictac-waf-website-security/  TicTac Laboratories | 16



https://tictac.gr/katharismos-istoselidon-apo-malware-tictac-waf-website-security/
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Av yYakapouv to e-shop 1 to Website cag...
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) 4 AvaAapuBavoupe AVOKOAUTITOUME [Mpootatevovpe
ToV KaBaplopod tou KokOBouAa scripts aTIO VEEG

4 aTIO KAKOBOUAO KOL pOp-UpS OTOXEVMEVEG

o AOYLOULKO emOeoelg
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DATA RECOVERY e CYBER SECURITY

TpmoAswg 9, Yunttog — Adwpvn

TnA. Kévtpo: 210 6897383

www.tictac.gr
www.tictaclabs.com



https://www.tictac.gr/
https://www.tictaclabs.com/

