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SOMETHING THE SOMETHING THE SOMETHING THE
CUSTOMER KNOWS CUSTOMER HAS CUSTOMER IS
(e.g., password or PIN) (2.g., phone or hardware taken) (e.g., fingerprint or face

recognition)
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¢ two factor authentication - AyyA X | * EBA publishes an Opinion on the X @ BoS 2019 XX (EBA Opinionon SC X +

C @ Apysio | C/Users/edimitropoulou/Downloads/EEA%200pinion%200n%205CA%20elements%20under%20PSD2%20.pdf @

Table 3 — Non-exhaustive list of possible knowledge elements

Element Compliant with SCA?*
Password Yes

PIN Yes
Knowledge-based challenge questions Yes
Passphrase Yes
Memorised swiping path Yes

Email address or user name No

Card details (printed on the card) No

OTP generated by, or received on, a device No

(hardware or software token generator, SMS OTP) (for approaches currently

observed in the market)

Click to add notes




KatL tov 0 mANpwING KATEXEL K G

Law Firm

¢ two factor authentication - Ayyx X | [* EBA publishes an Opinion on the X @ BoS 2019 XX (EBA Opinion on SC X +

C  ©® Apysio | C/Users/edimitropoulou/Downloads/EBA%200pinion%200n%20SCA%20elements%20under%20PSD2%20.pdf

Table 2 — Non-exhaustive list of possible possession elements

Element Compliant with SCA?*
Possession of a device evidenced by an OTP generated by, or received Yes
on, a device (hardware or software token generator, SMS OTP)

Possession of a device evidenced by a signature generated by a device Yes

(hardware or software token)

Card or device evidenced through a QR code (or photo TAN) scanned Yes
from an external device

App or browser with possession evidenced by device binding — such as Yes

through a security chip embedded into a device or private key linking
an app to a device, or the registration of the web browser linking a
browser to a device

Card evidenced by a card reader Yes
, Card with possession evidenced by a dynamic card security code Yes
:7 App installed on the device No
y Card with possession evidenced by card details (printed on the card) No
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. f (for approaches currently
observed in the market)
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¢ two factor authentication - Ayyh X | ’* EBA publishes an Opinion on the X 6 BoS 2019 XX (EBA Opinionon SC X +

C @ Apysio | C/Users/edimitropoulou/Downloads/EBA%200pinion%200n%205CA%20elements%20under%20PSD2%20.pdf

Table 1 — Non-exhaustive list of possible inherence elements

Element Compliant with SCA?*
Fingerprint scanning Yes

Voice recognition Yes

Vein recognition Yes

Hand and face geometry Yes

Retina and iris scanning Yes
Keystroke dynamics Yes

Heart rate or other body movement pattern identifying that the PSU is Yes

the PSU (e.g. for wearable devices)

The angle at which the device is held Yes

Information transmitted using a communication protocol, such as No

EMV® 3-D Secure (for approaches currently
observed in the market)

Memorised swiping path No

*Compliance with SCA requirements is dependent on the specific approach used in the implementation of the elements.
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